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Understanding Nacha Operating Rules

The Nacha Operating Rules are the fundamental guidelines for every Automated Clearing House (ACH)
payment. Certain requirements must be adhered to by a business entity and failure to do so may result in a
series of warnings, fines, and suspension from using ACH payments altogether. The primary goal of the
operating rules is to always keep a customers financial and personal data safe, while making sure that
payments are sent and received smoothly on time.

Communicate clearly to customers if
the payment process is a one-time or
recurring ACH payment.

Obtain authorization from
customers making ACH e
debit payments. é

Provide adequate notice to customers
for amount changes or date changes in

the ACH debit.

Provide adequate security
measures to protect customer

@ payment information.
g

Process cancellation of
recurring ACH payments and
@ !X)
— ﬁ cease future debits when

necessary.



Possible Parties in an ACH Entry

ACH is a computer-based electronic network for processing transactions for individuals, businesses, and
federal, state, and local governments. ACH is designed to process batches of payments containing
numerous transactions and it charges fees low enough to encourage its use for low value payments between

financial institutions. The network system is overseen by the National Automated Clearing House Association
(Nacha) in the United States.
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Nacha Standard Entry Class Codes

Nacha maintains a list of commonly used Standard Entry Class (SEC) Codes, which are 3-letter codes that
identify how an individual or entity authorized an ACH transaction. Generally, SEC Codes provide the nature of
a transaction whether consumer or corporate, single-entry or recurring, and the specific computer record
format that will be utilized to process the payment and any related information.

RO1 — Insufficient funds

R02 — Account closed

RO3 - Unable to locate account or no account
R04 — Invalid account number

RO5 — Unauthorized debit to consumer account
using Corporate SEC code

R0O6 — Returned due to ODFI’s request
RO7 — Authorization revoked by customer
R0O8 — Payment stopped

R0O9 - Uncollected funds

R10 — Customer advisees unauthorized, improper,
ineligible, or part of an incomplete transaction

R11 — Check Truncation Entry Return
R12 — Branch sold to another DFI
R13 - Invalid ACH routing number

R14 — Representative payee deceased or unable to
continue in that capacity

R15 — Beneficiary or account holder deceased

R16 — Account frozen/entry returned per OFAC
instruction

R17 — File record edit criteria

R18 — Improper effective entry date

R19 — Amount field error

R20 — Non-Transaction account

R21 — Invalid company identification

R22 — Invalid individual ID number

R23 - Credit entry refused by the receiver
R24 - Duplicate entry

ACH RETURN CODES

R25 — Addenda error

R26 — Mandatory field error

R27 — Trace number error

R28 — Routing number check digit error

R29 - Corporate customer advises not
authorized

R30 — RDFI not a participant in check
truncation program

R31 — Permissible return entry

R32 — RDFI non-settlement

R33 - Return of XCK entry

R34 — Limited participation DFI

R35 — Return of improper debit entry

R36 — Return of improper credit entry

R37 — Source document presented for payment
R38 — Stop payment on source document

R39 — Improper source document or source
document presented for payment

R40 - Return of ENR entry by Federal
Government Agency

R41 — Invalid transaction code
R42 — Routing number or check digit error
R43 — Invalid DFI account number

R44 — Invalid individual ID number or
identification number

R45 — Invalid individual name or company name
R46 — Invalid representative payee indicator
R47 — Duplicate enrollment

R50 — State law affecting RCK
acceptance

R51 - Item related to RCK entry is
ineligible or RCK entry is improper

R52 — Stop payment on item related to
RCK entry

R53 - Iltem and RCK entry presented for
payment

R61 — Misrouted return

R62 — Return of erroneous or reversing
debit

R63 — Incorrect dollar amount

R64 — Incorrect individual identification
R65 - Incorrect transaction code

R66 — Incorrect company identification
R67 — Duplicate return

R68 — Untimely return

R69 - Field errors(s)

R70 — Permissible return entry not

accepted or return not requested by ODFI

R71 — Misrouted dishonored return
R72 — Untimely dishonored return
R73 — Timely original return

R74 — Corrected return

R75 — Return not a duplicate

R76 — No errors found

R77 — Non-acceptance of R62
dishonored return

International ACH
Transactions (IAT)
CODES

R80 — IAT entry coding
errors

R81 — Non-participant in
IAT program

R82 — Invalid foreign
receiving DFI
identification

R83 — Foreign receiving
DFl unable to settle

R84 — Entry not
processed by gateway
R85 - Incorrectly coded
outbound international
payment



General Audit Requirements for Third-Party Senders

Third-Party Sender (TPS) is defined in the Nacha Operating Rules as a type of Third-Party Service Provider
(TPSP) that acts as an intermediary in transmitting entries between an Originator and an Originating
Depository Financial Institution (ODFI). The Nacha Operating Rules require a TPS to conduct an annual audit
of their ACH compliance by December 31st each year to ensure adherence to Nacha’s ACH transaction
guidelines.

RECORD RETENTION PREVIOUS YEAR AUDIT RISK ASSESSMENT
Record or each entry is retained for Verify that participating DFI Participating DFI has conducted
six (6) years from the date the entry conducted an audit of its compliance an assessment of the risks of its
was transmitted. Printout must be with the Nacha Operating Rules for ACH and a risk management

available, if requested. the previous year. program is in place.
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ELECTRONIC RECORDS ENCRYPTION SECURITY OF PROTECTED
If retained in electronic form, verify that A required encryption or a secure INFORMATION
the form accurately reflects information session is used for banking There must be an established,
in the record and can be accurately information transmitted via implemented, and updated security
reproduced for future reference. unsecured electronic network. policies, procedures, and systems.
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Annual Nacha Operating Rules Audit

Understanding your role in an ACH transaction is critical to determining whether
you may be subject to performing an annual audit under Nacha’s Operating Rules
(Rules). In Banking as a Service (BaaS) and For Benefit Of (FBO) operating
models, you may be acting as a third-party sender (TPS) under the Rules. Stratis
can help you comply with your BaaS or FBO agreement requirements as a TPS to
perform your annual Nacha Operating Rules audit by December 31 of the
calendar year.

ACH Risk Assessment

Participating in the ACH network requires numerous operational requirements.
For companies operating as a TPS, an ACH risk assessment should be
conducted to assess various risks such as operational risk, return risk, credit risk,
fraud risk, compliance risk, cybersecurity risk, and reputational risk. Moreover, an
ACH risk assessment is a factor in determining annual compliance with Nacha’s
Operating Rules. Stratis can help you evaluate your ACH operations, understand
your risks in the ACH network, inclusive of return rates and codes, and
document your annual ACH risk assessment to comply with the Rules, but also
your BaaS or FBO master's services agreement.

BaaS and FBO Contract Compliance

Operating under a BaaS or FBO master's services agreement with a banking or
payment partner usually passes down statutory, industry, and best practice
requirements during the agreement term. Namely, compliance with annual anti-
money laundering, sanctions, and Nacha Operating Rules audits, executing
ongoing vendor management, customer monitoring, and complaints processing,
among others. Stratis can help you with developing your core compliance
frameworks to implement these programs or execute the annual audits to comply
with your BaaS or FBO master's services agreement.
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