SPOTLIGHT ON THE DORA REGULATION

Strengthening Cybersecurity
in the EU through Digital
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DORA Objectives, Coverage, and Legislation Timeline

The Digital Operational Resilience Act (DORA) was enacted in January 2023 and will take effect in January
2025, with the objective of incorporating the components of operational resilience in managing risk,
strengthening the information technology security of banks, insurance companies and investment firms in the
event of severe operational disruption. Before the introduction of DORA, financial institutions managed
operational risk mainly through the allocation of capital. With the increasing dependence of financial
institutions to technology and tech companies, the importance of managing risk involving information and
communication technology (ICT) third-party service providers (TPSPs) has become more crucial than ever.

IMPLEMENTATION TIMELINES IMPACTED COUNTRIES

« Jan — DORA enactment

* May to Jun — Public consultation
on the call for advice on criticality
criteria and fees

* Dec 2023 to Mar - 2023 + Jun to Sep — Public consultation
Public consultation on on the first batch of policy
the second batch of products

policy products * End of Sep — Call for advice on

* Jan - Delivery of First criticality criteria and fees
batch of policy
products 2024
* Jul — Delivery of the ]
second batch of » Jan 1 — DORA effective
policy products + Start of the oversight activities
for the European Supervisory
Authority (ESAs) and Ciritical
2025 ICT Third Party Providers
(CTPPs)
m European Union (“EU”) EU Non-member
Member Countries Countries
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https://www.eiopa.europa.eu/consultations/joint-consultation-first-batch-dora-policy-products_en
https://www.eiopa.europa.eu/publications/joint-esas-response-call-advice-specifying-further-criteria-critical-ict-third-party-service_en
https://www.eiopa.europa.eu/consultations/dora-public-consultation-second-batch-policy-products_en
https://www.eiopa.europa.eu/esas-publish-first-set-rules-under-dora-ict-and-third-party-risk-management-and-incident-2024-01-17_en
https://www.eiopa.europa.eu/esas-publish-first-set-rules-under-dora-ict-and-third-party-risk-management-and-incident-2024-01-17_en

REQUIREMENTS FOR FINANCIAL ENTITIES ICT AND OTHER REQUIREMENTS

DORA lays down uniform security requirements for network and DORA also requires financial entities to ensure that the following
information systems supporting financial entities’ business are established:
Processes on:

ICT Risk
Management

Contractual agreements

ICT Third-party - between service providers and
Risk F{o3 financial entities.
Management —

@ Digital
© operational
resilience testing

Rules to establish and conduct an
Oversight Framework for critical ICT
third-party service providers when
providing services to financial entities.
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Cybersecurity Risk Assessment

Beyond Service and Organization Controls (SOC) audit(s), penetration
testing, and PCI Security Standard assessments, dedicated risk
assessments help you understand the inherent risks in information
technology systems, processes, and programs. Stratis can execute your
cybersecurity risk assessment to identify broader risk identification and
control mitigation across key information systems.

Third-Party Service Provider Assessment

A third-party service provider assessment is an evaluation used by organizations
to assess risks and benefits associated with outsourcing to external entities. It
ensures alignment with organizational policies, procedures, controls,
cybersecurity, record keeping, and regulatory compliance. DORA codified
operational resilience of third-party oversight, the UK has issued guidance on
critical third parties (CTPs) and the US has routinely enhanced guidance on third
party risk management. Stratis can help you develop, execute, and monitor third
party risk management programs of vendors, including those identified as critical,
to maintain domestic and international compliance with newly implemented laws
and ongoing industry guidance.

Cybersecurity Program

Information systems documentation is typically disparate, involves multiple inputs
from various third-party vendors performing a specific function, technically
focused vs. operational execution, and fragmented without identified ownership
across various functions. Stratis can consolidate your information systems and
support your chief information security officer (CISO) with developing and
maintaining a sustainable enterprise-wide cybersecurity program.
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